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Introduction

The COVID pandemic and proliferation of working from home has
had an enormous impact on online security, through a reliance

on remote access to corporate systems, growth in the use of
communication software, and increases in e-commerce and various
digital business models. However, the pandemic also generated

an environment in which bad actors made use of a range of
COVID-related ‘hooks’ to commit cybercrime and fraud, impacting
consumers and brands.

Over the course of 2020 and 2021, CSC undertook an extensive
study exploring how the COVID-19 crisis affected online content
with a particular focus on domain name registration activity during
this period. Leveraging CSC’s new DomainSecs™ software-as-a-
service (SaaS) cybersecurity platform, researchers at CSC identified
and analyzed more than 478,000 domain names that referenced key
terms associated with the coronavirus pandemic.

As a follow up to our 2021 Domain Security Report, this domain
research serves as a real-world case study that calls attention to:

1. The ongoing surges in suspicious or potentially malicious
domain registrations whenever there are massive global events

2. The resulting systemic risks within the domain name system -
which lead to supply chain vulnerabilities, phishing, fraud (i.e.,
ransomware and business email compromise (BEC)), brand
abuse, counterfeiting and consumer safety peril

3. The need for broader domain security standards, as well as
policy or regulations relating to daily activity and behavior over
the domain name system (DNS)



https://www.cscdbs.com/assets/pdfs/Domain_Security_Report_2021.pdf

Key Findings

Across the two-year period, CSC identified a total of over 478,000
COVID-related domains that were registered containing top
keywords such as ‘covid’, ‘covid19’, ‘coronavirus’, and ‘vaccine’.
As expected, the emergence of the crisis led to a rapid ramp-up in
numbers of registrations. Our research shows a clear correlation
between the occurrence of ‘real world’ events and corresponding
spikes in domain registration activity (Figure 1).

As a result, newly created web domains have spiked due to the
growth in awareness of COVID-19 and the desire to grow revenue
via web traffic. The findings also indicate that the surge in
registrations result in a larger pool of suspicious and malicious
domain registrations. In addition to our report, an article in the
Washington Post titled “Internet domain names are ripe for scam
during coronavirus crisis” mentions that the Digital Citizens
Alliance conducted a three-month investigation on the spread of
COVID-19 hoaxes through domains. This issue has been reiterated
throughout the COVID-19 pandemic by several other organizations
as well. Most recently in January of 2022, Ari Lazarus, Consumer
Education Specialist, Federal Trade Commissiom (FTC) posted
the blog: “Don’t assume every COVID-19 test site is legit” which

reminded the general public about this fraud and encouraged them
to report it at: https://www.reportfraud.ftc.gov/.



https://www.washingtonpost.com/politics/2020/09/08/cybersecurity-202-internet-domain-names-are-ripe-scam-during-coronavirus-crisis/
https://www.washingtonpost.com/politics/2020/09/08/cybersecurity-202-internet-domain-names-are-ripe-scam-during-coronavirus-crisis/
https://www.digitalcitizensalliance.org/clientuploads/directory/Reports/DCA-DOMAINS-OF-DANGER.pdf
https://www.digitalcitizensalliance.org/clientuploads/directory/Reports/DCA-DOMAINS-OF-DANGER.pdf
https://www.consumer.ftc.gov/blog/2022/01/dont-assume-every-covid-19-test-site-legit
https://www.reportfraud.ftc.gov/
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Figure 1: Daily total numbers of registrations with domains containing
COVID-related keywords

A. Trends in COVID vaccine-related domain registration vs.
dropped domains

From April 2021, the numbers of dropped (lapsed) COVID vaccine-
related domain names began to exceed the numbers of new
registrations for the first time. Many of the domains registered
were originally just registered for one year, so the spike in dropped
domains is reflective of the set of domains registered to capitalize
on the frenzy in vaccine-related activity in the early months of the
pandemic.

! https://en.wikipedia.org/wiki/Timeline of the COVID-19 pandemic
2 https://www.who.int/emergencies/diseases/novel-coronavirus-2019/technical-qguidance/

naming-the-coronavirus-disease-(covid-2019)-and-the-virus-that-causes-it

3 https://www.cdc.gov/museum/timeline/covid19.html

4 https://www.bbc.co.uk/news/world-us-canada-52249963

5 https://en.as.com/en/2021/08/25/latest news/1629920433 478504.html

6 https://en.wikipedia.org/wiki/SARS-CoV-2 Delta variant

7 https://www.fda.gov/news-events/press-announcements/coronavirus-covid-19-update-
fda-authorizes-first-covid-19-test-self-testing-home

8 https://www.who.int/news/item/28-11-2021-update-on-omicron
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Figure 2: Weekly total numbers of registered and dropped COVID
vaccine-related domain names

A. What domain extensions were targeted?

Breaking down the set of all registered COVID-related domains in
more detail, a wide range of TLDs (domain extensions) were found
to have been used (Figure 3), including second-level domain (SLD)

registrations (Figure 4).

gTLDs 353,579 73.83%

ccTLDs 51,669 10.78%
New 57,337 11.97%
Other 16,302 3.40%
Total 478,887 100.00%

Figure 3: Breakdown of COVID-related domain names by TLD type




com co.uk online blogspot.com
org ru Xyz myshopify.com
net ch site herokuapp.com
info nl live netlify.app
biz de store wordpress.com
uk club web.app
se shop sharepoint.com
in app azurewebsites.net
com.br website firebaseapp.com

Figure 4: Top TLDs represented in the identified set of COVID-related
domain names (by TLD type)

B. Regions and service providers used to register the
domains

Significant numbers of the identified domains had been registered
using consumer-grade registrars, with GoDaddy, Porkbun and
GoogleDomains featuring as the top three nameserver hosting
providers across the dataset (Figure 5).

United States GoDaddy.com
Germany Porkbun.com

United Kingdom GoogleDomains.com
Canada Cloudflare.com
France NameCheap.com

Figure 5: Top website host countries and DNS hosting providers for
COVID-related domain names




To highlight how quickly these surges in domain registrations
happen, we can look at the data related to Omicron domain
registrations. In response to the emergence of the Omicron variant
of COVID-19 in November 2021, CSC leveraged its DomainSec
cybersecurity platform to specifically look at domain names
containing the ‘omicron’ keyword. As of the start of January 2022,
research revealed over 2,300 domains with names containing the
term Omicron. Of the 1,194 domains registered in 2021, 832 (70%)
were registered in the two-week period between November 26 and
December 9, immediately following the announcement of the name
for the new COVID variant on November 26 (Figure 6).
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Figure 6: Daily numbers of registrations of domains containing the
term ‘omicron’, in the period from October 1 - December 31, 2021




Almost one quarter of these 832 domains contained at least one
highly distinctive COVID-related keyword (‘variant’, ‘covid’,
‘corona’, ‘virus’, ‘vaccin-‘), but most of the remainder also appeared
to be directly relevant to COVID, including alternative keywords
such as ‘test’, ‘mask’, ‘pandemic’, ‘infection’, ‘information’, etc. It is
also of note that 56 distinct domain registrations containing just the
term ‘omicron’ on its own together with a domain-name extension
(TLD), were also made during the same two-week period.

Of the domains resolving to live content, a range of content types
were identified. A number of examples were found to be ‘pure’ cases
of traffic misdirection, where the COVID-related domain names
resolved or re-directed to unrelated third-party sites, with identified
examples including websites relating to a VPN service provider, an
insurance agency, and a relationship and life coach. Others featured
more concerning content, such as sites purporting to provide news
relating to the new variant, soliciting for donations, or promoting
cryptocurrency investments (Figure 7). Some of the other, currently
“dormant” sites also appeared likely (by virtue of the keywords
referenced) to have been registered with the intention of hosting
potentially harmful content in the future, such as material relating
to pharmaceuticals, e-commerce, treatments, tests, trackers, or
misinformation (such as ‘omicronhoax’), some of which could also
be associated with the distribution of malware payloads. It is also

of interest that many of these domains had been registered through
consumer-grade registrars, a trend which is also commonly seen for
infringing content.

Omicron Variant Token

Omicron is about
to change the world, |
as we see it...

Home
$SOVT - Omicron
Variant Token

Figure 7: Examples of Omicron-related websites: (Left) soliciting for donations; (Right)
promoting cryptocurrency investments




Observations on COVID-related domain names containing Pfizer,

Moderna, Johnson & Johnson, Centers for Disease Control and

Prevention (CDC), Food and Drug Administration (FDA), and World
Health Organization (WHQO) brand terms

Some may suggest that the surge of COVID-related domain
registrations related to news events may be driven by domain
speculators simply trying to land the next valuable domain name
or capitalize on advertising revenue. However, in this dataset, we
see trends with those commonly used by malicious third parties
in conjunction with more egregious types of activity. Many of
the branded domains use the very same infrastructure (domain
registrars and DNS hosting providers such as GoDaddy) as other
previously identified harmful websites. Bad actors use tactics such
as domain parking and pay-per-click to disguise and then launch
their attacks.

Furthermore, our expertise in brand protection and fraud mitigation
gives us significant insight into the trends and practices that probe
deeper into the current state of the DNS environment, and broader
phishing, fraud, and brand abuse tactics. For instance, our recent
2021 Domain Security Report looking at Forbes 2000 companies
documented the extent of fake domains targeting well known global
brands using brand variants in the form of homoglyphs.

In our COVID domain dataset we identified more than 350 domain
names registered since 2020 that contained a relevant keyword
such as ‘covid 19’, ‘covid’ or ‘vaccine’ and the brand names of the
top three vaccine manufacturers (Pfizer/BioNTech, Moderna and
Johnson & Johnson) and the top three health organizations (FDA,
CDC and WHO).



https://www.cscdbs.com/assets/pdfs/Domain_Security_Report_2021.pdf

From investigating this dataset, the following findings were
particularly concerning:

e More than 80% of the domains containing these brand names
were registered to third parties. These findings are consistent
with previous studies conducted by CSC, including the 2021
Domain Security Report. In that study, 70% of the registered
domains that resembled the Forbes 2000 brands were owned by
third parties.

e Pfizer and BioNTech were subject to the largest number of third-
party domain registrations that targeted their brands, followed
by the CDC, Moderna, and then the FDA, WHO, and Johnson &
Johnson.

¢ Usage of these third-party domains fell generally into two
categories: About half of the domains had no web content and
were deemed dormant, while the other half were used in pay-per
click or advertising related schemes.

» This type of activity is a potential red flag, because the
activity today does not reflect how these domains may have
already been used in the past or how they will be used
in the future. Palo Alto recently discussed this in a post
“Strategically Aged Domain Detection: Capture APT Attacks
With DNS Traffic Trends.”

e This concern is deepened by the fact that a third of the
dormant domains have active MX records configured which
could represent a launch pad for future malicious attacks.

These observations shine a light on the risks faced by organizations
in terms of the incorporation of their brands in infringing domain
names. The brand names lend credibility to the domain name,
creating an illusion of safety to a user interacting with web content,
app, or email.



https://www.cscdbs.com/assets/pdfs/Domain_Security_Report_2021.pdf
https://www.cscdbs.com/assets/pdfs/Domain_Security_Report_2021.pdf
https://unit42.paloaltonetworks.com/strategically-aged-domain-detection/
https://unit42.paloaltonetworks.com/strategically-aged-domain-detection/

Shown below is an example of a domain name in our dataset:

» World Health

Staying home saves lives.

#AloneTogether

How Much Do You Really Know About COVID-19?

Think you are up to speed on the navel corenavinis? Take this quiz to test your virus knowledge.

Please enter your email address:

_ The World's Fastest

Lt Spreading Cryptocurrency:
Please enter your date of birth: Last Chance to Sign-up

This site is branded as the World Health Organization yet the
logo is wrong and none of the social media links or menu options
are functioning. There is also a mention of cryptocurrency. This
is highly likely to be a phishing page intended to gather personal
information.

eCommerce marketplaces

The pandemic also saw the appearance of very high volumes of
COVID-related marketplace activity. In the initial stages of the
monitoring period, this was dominated by listings offering the sale
of cleaning and hygiene products or personal protection equipment
(PPE). However, content relating to the sale of tests, cures or
vaccines soon emerged — in many cases, before any such legitimate
products were even available.

Many of these listings were for counterfeit or otherwise low-quality
or ineffective products, appearing in response to an unprecedented
consumer demand. Even Amazon banned new listings for certain
classes of product, because of an inability to keep pace with
purchase requests. The presence of these non-legitimate items

in the market posed several risks, including the direct safety
implications caused by harmful products, and the provision of a




false sense of security to customers believing that they had
purchased an effective treatment.

Figure 8 shows two examples of marketplace listings identified

in the early days of the pandemic. The first example is offering

a coronavirus test kit in very high quantities, with options for
‘customized packaging’, which is highly suggestive that it may be
associated with the supply chain for counterfeit goods. The second
example, offering an ‘anti-coronavirus’ product, includes the image
of a sick baby, as an emotional ‘hook’ designed to encourage
consumers to purchase the item.
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Figure 8: Examples of COVID-related marketplace listings identified
during March 2020

Some of the identified listings were also found to refer to trusted
organizations such as the CDC and WHO to claim endorsement or
provide the appearance of legitimacy.

! https://markets.businessinsider.com/news/stocks/amazon-marketplace-tips-for-sellers-
following-coronavirus-uncertainty-2020-3-1029014647



https://markets.businessinsider.com/news/stocks/amazon-marketplace-tips-for-sellers-following-coronavirus-uncertainty-2020-3-1029014647
https://markets.businessinsider.com/news/stocks/amazon-marketplace-tips-for-sellers-following-coronavirus-uncertainty-2020-3-1029014647

Mobile apps

Across the monitoring period, a wide range of COVID-related
mobile apps were identified, offering a range of functions,
including infection trackers, health checkers, and the provision of
other information relating to the pandemic. Many of these on the
leading app stores, where apps generally undergo greater levels of
quality checking, were legitimate. However, a significant number
(particularly across the ecosystem of standalone app-download
sites) were malicious in intent — for example, as attack vectors

for the distribution of malware payloads, such as instances of
ransomware, keyloggers or other functionality to circumvent the
privacy of users (Figure 9). An early example was the CovidLock
ransomware, distributed through an app offered on a COVID-
specific domain name, and which threatened to leak users’ social-
media information and delete smartphone file storage unless

a Bitcoin ransom was paid. Another example is an app named
‘Corona Live 1.1, posing as a COVID tracker, but incorporating
malware allowing attackers to record the victim’s location, and
access photos, videos, and the camera on their device.
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Figure 9: Screenshots of examples of fake COVID apps targeting
different geographic markets: (a) India; (b) Kyrgyzstan; (c) Iran

2 https://www.businessinsider.com/coronavirus-fake-app-ransomware-malware-
bitcoin-android-demands-ransom-domaintools-2020-3

3 https://www.domaintools.com/resources/blog/covidlock-update-coronavirus-
ransomware
4 https://www.cnet.com/news/fake-coronavirus-tracking-apps-are-really-malware-

that-stalks-its-users/
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Phishing

A rise in phishing activity and related fraud using COVID-related
‘hooks’ was also identified across the course of the pandemic
(Figure 10). A range of content types were identified, dominated by
examples driving users to websites intended to harvest personal
details (Figure 10), geared towards the distribution of malicious
content (often as e-mail attachments posing as other types of
document), or directly soliciting for financial donations. Again,
many of the identified examples were found to be using the names
of trusted organizations to add credibility to their content. News
reports state that COVID-related scams had cost US victims nearly
$500 million as of July 2021, and with online fraud in the UK
having increased by one-third during the pandemic, resulting in
an estimated loss of over £750 million by UK banking customers
because of scams in the first half of 2021.

i GOV.UK

Home > Housing and local services > Council Tax

Enter Your Post Code To TR
Calculate Your Refund CouneilTax

Check your Council Tax band

Pay Council Tax online or by ether methods such as direct debit. Exploie S topic

Council Tax

Enter a postcode

For example SW1A 2AA

What you need to know

+ Available in England and Wales only

Last updated: 30 November 2018

Figure 10: Example of a fake UK government website hosted on a
COVID-specific domain name, associated with an SMS-based phishing
scam offering a tax refund

5 https://www.cnbc.com/2021/07/14/covid-scams-cost-americans-nearly-500-mil-
lion.html
6 https://www.ft.com/content/e820cc8a-090¢c-4632-95{3-cb295d3d31ad

7 https://www.theguardian.com/money/2021/sep/22/fraud-in-uk-at-level-poses-
national-security-threat-bank-customers-covid

8 https://www.fcc.gov/covid-scams
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Moreover, phishing has been noted as the primary vehicle for
delivering malware payloads geared toward infiltrating host
systems (platform or mobile) to conduct data-harvesting activities.
The US FCC has warned numerous times about COVID-related
scams, such as the US government pandemic stimulus check issues
in April 2020 and the targeting of older Americans via advertising
of cures for COVID-109.

COVID phishing scams geared toward the distribution of malware
usually start with a URL link sent via email or social media to
victims that contain a combination of domain names registered
using COVID key terms to lure them. They are taken to a fake
illegitimate website, and when the victim clicks on these links, or
opens attachments, a malware payload is launched. The bad actors
can then get access to sensitive personal and/or organizational
information.

Social media

Content on social media was found to cover many of the same
areas of infringement as described above, with numerous identified
examples of fake profiles directing users to phishing sites or
soliciting for donations, pages featuring e-commerce content,
profiles offering app-based trackers (which may incorporate
malicious content), and other pages sharing incorrect or misleading
information (Figure 11). In the latter category, anti-vaccination
content, claims that the virus had been bio-engineered, and

pages citing a link between COVID-19 and 5G technology, were
particularly prolific.

Throughout the course of the pandemic, however, the mix of types
of observed content was found to vary over time. Towards the

end of 2021, for example, one emerging trend was a growth in the
numbers of postings and profiles directing to websites offering the
sale of fake COVID vaccine passes.

Of particular concern is the speed with which threating content can
spread across social media channels, and their potential wide reach.
Although some social media platforms are becoming more proactive
in combating fake or harmful material, a significant proportion
invariably remains live.

° https://www.bbec.co.uk/news/business-59725531



https://www.bbc.co.uk/news/business-59725531 

3 x 250ml hand soap max 2 X 500ml sanitiser spray

1\1 50 pairs vinyl gloves a 20 x P2 Single valve masks

Coronavirus i y | 5 \i @

i ') Full face mask
@covid19. / 15in 1 ‘@
Home L‘ :th
Posts Half face twin filter mask - |+
Photos
About fosty ©) roratngver
Community 9 Coronavirus
e March 30 at 4:03 PM - Community Suadi
COoVID-19

" THE DAILY
'CORONAVIRUS

‘ FAKE N

STSP

No More Lies - covid-19 is fake.

Medical & health © Send Message

Figure 11: Examples of COVID-related social-media profiles

From an enforcement point of view, it may be appropriate for brand
owners to consider directly requesting the removal of content
referencing their brand. Similarly, the placement of branded
promotional content in conjunction with undesirable material can
be a concern; this can be addressed by brand owners in conjunction
with their marketing service providers. Furthermore, harmful
content that’s not associated with any brand can be reported

by any user, via public online tools covering all matters outside

of intellectual property issues. Social media sites are generally
expected to be compliant with requests for the removal of such
content.




Conclusion

The COVID-19 pandemic led to an explosion of infringements
across the full suite of online channels, as bad actors took
advantage of increased levels of COVID-related searches. A
variety of threats were examined, from sites designed to harvest
personal information, to health implications associated with the
sale of counterfeit goods, to phishing attacks or the distribution of
malware via email attachments and malicious mobile apps. Our
research identified a pattern of peaks and valleys with surges of
domain registrations associated each time there was an important
COVID-related news event. Domain name related cybercrime is
exponentially rising and affecting organizations, brand owners,
and consumers, along with the connected internet supply chain.
These risks lead to supply chain vulnerabilities, phishing attacks,
ransomware, BEC and brand abuse, contributing to consumer
peril. CSC has seen many of these same security issues in our
2021 Domain Security Report. The need for better standards and
regulation would go a long way toward protecting companies and
their cyber security posture, as well as their online brand presence
and consumers’ safety.



https://www.cscdbs.com/assets/pdfs/Domain_Security_Report_2021.pdf

Recommendations

Having best-in-class security measures for your domains can help
to detect, analyze and mitigate phishing attacks, brand abuse,
BEC, and ransomware attacks in their early stages. Through CSC’s
cutting-edge DomainSec platform, key decision makers can make
connections between newly registered, dropped, and existing
domain names, online brands, and phishing. We use proprietary
technology combined with machine learning, artificial intelligence,
and clustering technology to generate invaluable security insights
to help thwart brand abuse and cyber security incidents.

Recommended best practices include:

m Adopt a defense-in-depth approach for enterprise-class
domain management

e Eliminate risks associated with third-party activity by
assessing your domain registrar’s security, technology,
and processes. Secure vital domain names, DNS, and
digital certificates through:

) o The impact
e Implementing two-factor authentication of enterprise-class domain
e Monitoring DNS activity registrar use on overall
» Using security measures like domain registry locks, security ratings
DNSSEC, DMARC, CAA records, and redundancy
within DNS hosting

m Confirm that your domain registrar and DNS provider are
deploying and implementing best-in-class security control
practices, augmented with annual audits. Understand their
security programs and verify that they are comprehensive
and in compliance with frameworks such as zero-trust, NIST,
etc.

e Look for:
e An active corporate security policy
e Active and ongoing security training programs for
employees and contractors

e A security program that adheres to password security
policies with 2FA, a strong endpoint solution program,
patch management, disaster recover strategies, business
continuity, vulnerability, and penetration testing
programs, and more.
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m Confirm that your domain registrar’s business practices are
not contributing to fraud and brand abuse

e The following issues are often common with the use of
consumer-grade domain registrars, which can result in poor
security:

e Operating domain marketplaces that drop catch, auction,

and sell domain names containing trademarks to the
highest bidder

e Domain name spinning, which promotes and encourages
the registration of domain names containing trademarks

e Monetizing domain names containing trademarks with
pay-per-click sites

e Frequently occurring breaches resulting in DNS attacks,
phishing, and BEC

m Continuously monitor the domain space and key digital
channels like marketplaces, apps, social media, and email
for brand abuse, infringements, phishing, and fraud
e Leverage phishing monitoring and global fraud-blocking
networks through browsers, partners, ISPs, telco providers
and SIEM carriers

e Identify domain and DNS spoofing tactics such as
homoglyphs (fuzzy matches and IDNs), cousin domains,
keyword match, and homophones

e Identify trademark and copyright abuse on web content

e Protect your brands from abuse, infringement, and fraud
from online marketplaces with marketplace monitoring and
enforcement

e Track all mentions of brands across relevant social media
channels

e Monitor the major app stores

e Identify and enforce against the ads that result in traffic
misdirection and damage your brand

m Leverage global enforcement, including takedowns and
advanced techniques in internet blocking

e Use a combination of actions to enforce on IP infringements
and fraud:

e Primary enforcement actions, including marketplace
delistings, social media page suspensions, mobile app
delistings, cease and desist letters, fraudulent content
removal, and complete threat vector mitigation




e Secondary enforcement actions, including registrar-
level domain suspensions, invalid WHOIS domain
suspensions and fraud alerting

e Tertiary enforcement actions, including Uniform
Domain-Name Dispute-Resolution Policy (UDRP)
and Uniform Rapid Suspension (URS) procedures,
domain acquisitions, in-depth investigations, and test
purchasing

e Use a range of technical and legal approaches for
enforcement, selecting the most appropriate approach
case by case

About DomainSec

At CSC, we believe domain security intelligence is power. As
the leading enterprise-class domain registrar for the largest
brands in the world, CSC is revolutionizing the domain name
ecosystem. DomainSec is a SaaS cybersecurity platform
that CSC has invested in to create the industry’s first holistic
approach for securing and defending brands’ domain
ecosystems from targeted threat vectors. This pioneering
platform uses proprietary technology combining machine
learning and artificial intelligence, and clustering technology
to empower security analysts and engineers with deep
insights about threat vectors targeting their corporation. In
bringing together CSC’s domain management and security
products, along with brand and fraud protection solutions
into one platform, CSC can offer exponentially comprehensive
cybersecurity protection and help you to refine your zero-
trust security model, taking you beyond just safeguarding
perimeters.




/) CSC

About CSC

CSC is the trusted provider of choice for the Forbes Global 2000 and the 100
Best Global Brands® in enterprise domain names, domain name system
(DNS), digital certificate management, as well as digital brand and fraud
protection. As global companies make significant investments in their
security posture, CSC can help them understand known cybersecurity
blind spots that exist and help them secure their online digital assets and
brands. By leveraging CSC'’s proprietary technology, companies can solidify
their security posture to protect against cyber threat vectors targeting their
online assets and brand reputation damage, helping them avoid devastating
revenue loss, and significant financial penalties because of policies like the
General Data Protection Regulation (GDPR). CSC also provides online brand
protection—the combination of online brand monitoring and enforcement
activities—taking a holistic approach to digital asset protection, along

with fraud protection services toward combatting phishing. Headquartered
in Wilmington, Delaware, USA, since 1899, CSC has offices throughout

the United States, Canada, Europe, and the Asia-Pacific region. CSC is a
global company capable of doing business wherever our clients are—and
we accomplish that by employing experts in every business we serve. Visit
http://www.cscdbs.com
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